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1
Decision/action requested

This contribution proposes to add solution to KI#2.
2
References

3
Rationale

The contribution proposes to add solution to KI#2.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.Y
Solution #Y: IKEv2 EAP-AKA-based authentication
6.Y.1
Introduction

This solution addresses KI#2.

This solution proposes to reuse IKEv2 certificate-based authentication as described in TS 33.320 [2] Clause 7.2. This solution also proposes to add IKEv2 EAP-AKA-based authentication as an option.
6.Y.2
Solution details

When IKEv2 certificate-based authentication is used for authentication between 5G NR Femto and SeGW, the procedure in TS 33.320 [2] Clause 7.2 can be reused.

When IKEv2 EAP-AKA-based authentication is used for authentication between 5G NR Femto and SeGW, the procedure is shown in Figure 6.Y-1. The 5G NR Femto is provided by means of a UICC. Subscription data and authentication vectors can be configured in the AAA server, or AAA server can fetch them from UDM.
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Figure 6.Y-1 IKEv2 EAP-AKA-based authentication
1.
Following successful device integrity check, the 5G NR Femto sends an IKE_SA_INIT request to the SeGW.  
2.
The SeGW sends IKE_SA_INIT response to the 5G NR Femto.

3.
The 5G NR Femto sends IKE_AUTH request message with the 5G NR Femto’s identity in the IDi payload and the AUTH payload omitted to inform the SeGW that the 5G NR Femto wants to perform EAP authentication.

4.
The SeGW sends the Authentication Request message with an empty EAP AVP to the AAA Server, containing the identity received in IKE_AUTH request message received in step 3.

5.
The AAA Server shall fetch the subscription data and authentication vectors from UDM if the subscription data and authentication vectors are not configured in the AAA Server. The AAA Server initiates the authentication challenge.

6.
The SeGW sends IKE_AUTH response to 5G NR Femto. The EAP message received from the AAA Server (EAP-Request/AKA-Challenge) is included in order to start the EAP procedure over IKEv2.

7.
The 5G NR Femto processes the EAP challenge message and verifies the AUTN and generates the RES parameters.The 5G NR Femto sends the IKE_AUTH request with the EAP-Response/AKA-Challenge to the SeGW.

8.
The SeGW forwards the EAP-Response/AKA-Challenge message to the AAA Server.

9.
When all checks are successful, the AAA Server sends the Authentication Answer including an EAP success and the key material to the SeGW. This key material should consist of the MSK generated during the authentication process.

10.
The EAP Success message is forwarded to the 5G NR Femto over IKEv2 in IKE_AUTH response..

11.
The 5G NR Femto takes its own copy of the MSK as input to generate the AUTH parameter to authenticate the first IKE_SA_INIT message. The IKE_AUTH request with the AUTH parameter is sent to the SeGW.
12.
The SeGW checks the correctness of the AUTH received from the 5G NR Femto. The MSK received in step 9 is used by the SeGW to generate the AUTH parameters in order to authenticate the IKE_SA_INIT phase messages. Then the IKE_AUTH response with AUTH parameter is sent to the 5G NR Femto together with the configuration payload, security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.
13.
If the SeGW detects that an old IKE SA for that 5G NR Femto already exists, it will delete the IKE SA and send the 5G NR Femto an INFORMATIONAL exchange with a Delete payload in order to delete the old IKE SA in 5G NR Femto.

6.Y.3
Evaluation

TBD.
*************** End of the change ****************

